F::RTINET

= SOC#ERENOC

[E R SIEMBYf&

Kevin Yang

kmyang@fortinet.com

m

317, o] DI1R B E

(L0




Gartner says:

TS TH DT A AR A S ES E Rl

Shift Cybersecurity Investment to Detection and Application Performance Monitoring and
Response Application Security Monitoring Are Converging

ie” LN T Refreshed: 03 May 2017 | Published: 07 January 2016 1D: G00292536 Published: 25 April 2017  ID: G00324828
Analyst(s): Ayal Tirosh | Paul E. Proctor Analyst(s): Cameron Haight | Neil MacDonald

“Organizations need to detect and “...an end user doesn't care if their

respond to malicious behaviors and application service problems are
incidents performance or security-related.



PN =

On-the-Job-
Experience

Internal Formal
Training Training

Vendor-Specific
Training

* Preparation

Monitoring

Identification
Threat Netflow

Intel 0 tz:ggj 0 Recovery
Forensics Endpoint

Containment
Eradication

T

A AR E e

Incident
Management

uf

q

H
\



Collect Logs

Reduce the Size if Possible

Transport to Central Location
Normalize / Enrich / Correlate
Enhanced Search Capabilities

Alert / Take Actions in Real-Time

Data Storage BOERGHERARE

Skilled Personnel

Produce Reports
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Traditional SIEM Capabilities %ﬁ—ﬁﬁ’\JISIEM Fa
SFRTIE N (Visibility) BIEA Y (Scalability)
fRIEGREAEENEE (Less Complexity)
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Log Ingestion, Parsing and Storage Real-Time Infrastructure Discovery CMDB
File Integrity Monitoring | Network and Interface Utilization
Patented Log Analytics CPU, Memory, Disk Performance Monitoring
Incident Management, Ticketing and Response Availability Monitoring
Dynamic Identity and Location Report Storage Monitoring
External Threat Feed Intelligence Integration | Change monitoring — config., installed software
Reporting and Compliance — Built in/Custom Infrastructure and User Application Monitoring
Rule and Statistical Anomaly Based Reporting Synthetic Transaction Monitoring

Cross Correlated in Real-Time
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Date TypefFile Name
03:49:00 0472622017 running-config
03:46:34 0472672017 running-config
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Network Summary s
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70,"So
04,20

hboard

pot @ & & @ = W ® A [
Network Dashboard v Summary Hardware Availability Performance Login/Change Netfl < 4
BEN = = o ioceon- B < > W ot 1
Avail Perf Security Packet Recv Sent Avail Perf Security
Maint Devi IP il (0] iZi Upti CPU M EPS
ain evice ype TRAE Status Status Status Loss ptime e Util Util Incident Incident Incident
FortiWeb_RP 10.1.21... Forti.. SE Lab = . ; 0% ) 95da.. 2% ) 92% 0% ) 0% |
FortiWeb_TTP 10.1.21... Forti... SE Lab # % » 0% ) 95da.. 8% ) 89% I 0% ) 0% )
ERS3510GT 10121 Avay... SE Lab = iy ’ 0% ) 17da... 15% 1 84% 1 0% ) 0% ) ] @
FMG300D 10.1.20... Forti... SE Lab =# ’ » 0% ) 1454d... 0% ) 0% ) 0
LAB-1500D 10.1.20..* Forti... SE lLab =~ ’ A 0% ) 31da.. 1% b 31% ) 0% ) 0% ) 65
FSA1KD3A14000079 10.1.20.. Forti.. SE_Lab # ; . 0% 10.1.200.254 - Security
Incidents for last 24 hours
Fortiweb_WCCP 10121 Forti... SE Lab =~ ; ’ (0)3 ) 102d.. 0% ) 37% ) 0% ) 0% ) ] High: 0
Medium: -
LAB_Switch_01 172.16.... Forti.. SE Lab =# ’ » 0% ) 61da.. (0} ) 0% ) 1 Low: O
Total Unique Incidents: 4
OA_Swtich_01 172.16.... Forti.. SE Lab = > & 0% ) 61da.. 0% ) 0% )1
Video_Room_01 172216 Forti.. SE Lab =# ’ » 0% ) 61da.. 0% ) 0% )1

Copyright © 2018 Fortinet, Inc. All rights reserved. Organization: SE_Lab User: admin Scope: Local Powered by AccelOps, A Fortinet Company 5.1.2 (1359)
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Identity & Location Dashboard «

IP Address

10.10.1.120
10.1.206.151
10.1.200.242
10.1.206.19]
10.1.206.1%¢
10.30.1.107
10.30.1.105
10.30.1.105
A42.74.77.477 -

10.30.1.102

Copyright © 2018
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MAC Address

98:£0:D9:88:£3:23

90:6C:AC:29:FE:28

00:50:56:ba:47:86

wrouwd. 20:05:68

f0:18:98:50:1f:48

FO:18:98:50:FF:48

34:36:3b:cd:f1:4a

wt, Inc. All rights reserved.

@ DASHBOARD & ANALYTICS A INCIDENTS

Identity & Location

Host Name

JaniedeAir-2
FGBOOD3915800145
WIN7B.fortinet.com.tw

kevin (Domain)

From
AD Logon
Logs

o w1 GSMCO
zhangheeMacBook
zhangheeMacBook

marty (VPN)

i CASES = CMDB &l RESOURCES OF ADMIN

n All Organizations~  @Time: Last 7Days- M

VLAN ID Connected t«

OA-600D.fortinet.com
.tw 192,168.1.254

ERS3510GT 10.1.210.35
(ifc4 (Slot: 1 Port: 4))

From L2
Switches
Discovery

00D . fortinet.com
tw 192.168.1.254

OA-600D.fortinet.com
tw 192.168.1.254

OA-600D.fortinet.com
Jtw 192.168.1.254

10.1.200.254

0A-600D.fortinet.com
.tw 192.168.1.254

Organization:

First Seen

Dec 26, 2018 2:24:,
PM

Dec 19, 2018 3:57:4
P

Dec 17, 2018
12:28:19 AM
Dec f|

PM

Dect

PM

Jan 3
PM

Jan 3, 2019 3:02:24
PM

Jan 7, 2019 5:12:21
PM

Jan 4, 2019 2:08:50
PM

Jan 3, 2019 1:49:23
P

Last Seen

Jan 9, 2019 8:19:06
PM

Jan 9, 2019 8:19:36
PM

Jan 9, 2019 8:34:30
PM

From ALL
Relevant
Logs

PM

Jan 3, 2019 3:02:24
PM

Jan 7, 2019 5:12:53
PM

Jan 4, 2019 2:08:50
PM

Jan 3, 2019 2:44:01
PM

Powered by

Delete

70~'So

Export o

< > M Total: 213

Organization

SE_Lab

SE_Lab

Super/Local

SE_Lab
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(m§il%

m‘ @ DASHBOARD l#a ANALYTICS A INCIDENTS Il CASES S CMDB l:sl RESOURCES &% ADMIN

Network Dashboard ~ nary Hardware Availability Performance Login/Change Netflow Layout Columns: 2~

+

[system] Router/Firewall Flow: Top Source IPs By Bytes Q18 x [system] Router/Firewall Flow: Top Conversations By Bytes QD% x ko
Last 1 hour@9:54 Last 1 hour@9:54

10.1.206.147,96.45.33.91

10.1.212.22,96.45.33.105
development purposes only For.development purposes only For development purposes only For 10.1.206.107,211.73.64.9— == i J —=——10.1.216.107,173.243.138.99

+ q e ' e 10.1.206.147,173.243.138.99

10.1.216.107,96.45.33.91

) 60.250.130.72,58.114.209.104
i 5 10.1.211.43,96.45.33.91
Co_gle ’

[system] Router/Firewall Flow: Top Protocols By Bytes: Detailed View Q[ % x [system] Router/Firewall Flow: Top Conversations By Bytes: Detailed View Q) #x
Last 1 hour@9:54 Last 1 hour@9:54

IP Protocol,Destination TCP / UDP Port SUM(Total Bytes Trend Source IP,Source Host Name,Destination IP,Destir SUM(Total Byte: Trend

6 (TCP),443 (HTTPS) 643.13 MB i 10.1.206.107,211.73.64.9,6 (TCP),80 (HTTP)

A ITrD\ 2N (HTTD) KI7R O& MD 1N 1 27NA 147 OA AR 22 01 & [TrD\ AA2 (HTTDC)

Copyright © 2018 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global Powered by AccelOps, A Fortinet Company 5.1.1 (1357
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m @ DASHBOARD lha ANALYTICS A INCIDENTS £ CMDB l:ul RESOURCES & ADMIN
¥ Actions ~ £ [1] Raw Messages
TE R AE R
'SEl Reporting IP IN Devices: Firewall AND ype @~ i 53 *}_’I‘E@ t?
Filters Clear All
Paren Attribute Operator Value Paren Next Row
+) () Reporting IP Devices: Firewall (+] (] [+ () (&)
(+) (-] Event Type CONTAIN v § FortiGate-webfilter (+] (-] OR e O (-]
(+] (-} Event Type CONTAIN v N FortiGate-event © (-] OR v .+ (-]
(+] e Event Type CONTAIN v § FortiGate-antivirus (+] (-] OR a O (-]
(O Shoy
(+] (-] Event Type CONTAIN v N FortiGate-ips- (+] (-] OR e © (-]
— ¥
Time: @ Real Time
@ sbsolute
Save & Run Save
Organization: Super User: admin Scope: Global

ST

TRz
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m @ DASHBOARD lda ANALYTICS A INCIDENTS (W CASES £ CMDB lul RESOURCES % ADMIN

¥ Actions ~ § [1] Raw Messages .
TEFE AR
Edit Filters and Time Range... = Q. . ﬁ*ﬁ‘%}:&l% ? "

Display Fields Clear All I
Attribute Order Display As Row Move
N
o o
N
o o
(O Show Event Type (] Wrap Raw Event . _ P © M < 0/0 o > M
en——
) o G

Save & Run Save

0 0 B Organization: Super User: admin Scope: Global Powered by AccelOps, A Fortinet Company 5.1.1 (1357)
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xg @ DASHBOARD lda ANALYTICS A INCIDENTS () CASES = CMDB Ll RESOURCES £ ADMIN

£ Actions ~ £ [1] diag log test result
"2 Reporting IP IN Devices: Firewall AND ( Event Type @~ = Q Run

diag log test result - Last 1 Hour

40 l

= =
20+
10 ! B L = . = ! i mBE_ = = ! = E e _ - _ _ e
- AP re e M rrrrre™ i

19:13:20 19:16:40 19:20:00 19:23:20 19:26:40 19:30:00 19:33:20 19:36:40 19:40:00 19:43:20 19:46:40 19:50:00 19:53:20 19:56:40 20:00:00 20:03:20 20:06:40 20:10:00

(0 Show Event Type

Reporting IP Event Name Severity Source IP
10.1.200.254 The URL belongs to an allowed category in the firewall policy 3 10.1.210.100
10.1.200.254 FortiGate event dns resolv error 7 10.1.210.51
10.1.200.254 FortiGate event dns resolv error 74 10.1.210.51
£4 10.1.200.254 Admin logoff 1 10.1.200.175
10.1.200.254 Failed admin logon 10 10.1.200.175
10.1.200.254 Successful admin logon 1 10.1.200.175

Copyright © 2018 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global

Chart for COUNT (Matched Events) ~

o
COUNT(Matched Events)
10.1.200.254,The U...
10.1.200.254,FortiG...
10.1.200.254,FortiG...
10.1.200.254,Admin...
10.1.200.254,Failed...
< 97 > N
CcO t
Destination IP LG (eaichen
Events)
= 96.45.36.31 494
o 208.91.112.53 56
o 208.91.112.52 29
10.1.200.254 26
10.1.200.254 26
10.1.200.254 26
Powered by AccelOps, A Fortinet Company 5.1.1 (1357)
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@ DASHBOARD léa ANALYTICS A INCIDENTS () CASES £ CMDB l:sl RESOURCES & ADMIN

¥ Actions ~ £ [1]diag log test result 3

&% Email Result ewall AND ( Event Type @~ =~ Q Run Chart for COUNT(Matched Events) ~

~»E — diag log test result - Last 1 Hour
xport Resu

COUNT(Matched Events)
[C] Copy to New Tab

10.1.200.254,The U...

Save Result

10.1.200.254,FortiG...

j W " —10.1.200.254, FortiG. .
© Create Rule : : , 10.1.200.254, Admin. ..

10.1.200.254,Failed...

slinsens. Deon . an.  Suln
o S . BENEnnEn_NnniEnlEnnials.

19:13:20 19:16:40 19:20:00 19:23:20 19:26:40 :30: RS 19:40:00 19:43:20 19:46:40 19:50:00 19:53:20 19:56:40 20:00:00 20:03:20 20:06:40 20:10:00

(O show Event Type - 97 ¥ M

COUNT (Matched
Events)

10.1.200.254 The URL belongs to an allowed category in the firewall policy 10.1.210.100 = 96.45.36.31 494

Reporting IP Event Name Severity Source IP Destination IP

10.1.200.254 FortiGate event dns resolv error 10.1.210.51 o 208.91.112.53 56
10.1.200.254 FortiGate event dns resolv error 10.1.210.51 o 208.91.112.52 29
10.1.200.254 Admin logoff 10.1.200.175 10.1.200.254 26
10.1.200.254 Failed admin logon 10.1.200.175 10.1.200.254 26

10.1.200.254 Successful admin logon 10.1.200.175 10.1.200.254 26

Copyright © 2018 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global Powered by AccelCps, A Fortinet Company 5.1.1 (1357)
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1 log test events analysis

Donut Chart for COUNT(Matched Events) in diag log test result - 11:19:40 PM Jan 08 2019

10.1.200.254, FortiGa .. [19%} 10.1.200 254, ForeGa

10.9.200 254, ForeGa..,
10.1.200.254, ForiGa.. V1S~
e

192165 1254, ForeG... (10°%)

101,200,254, FoniGa i?.%‘l.:'—/ > 162.108.1.254, FortG... (10%)
162, 188 1.254, ForsG... (2%)
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;%' @ DASHBOARD [a ANALYTICS A INCIDENTS il CASES = CMDB [l RESOURCES 25 ADMIN

My Dashboard ~ Demonstration X Layout Columns:  Tile» A

Add filter.

i Business Service
BB Device

B Function

Name
[system] _lab7.4E - Slow Network Performance to a Remote Si._.

- System Intemal [system] _lab8.5A - Firewall Reporting 1 (Most Events Count)

i ST AL [system] _lab8.5B - Firewall Reporting 2 {(Most Common Country)
i Cross Org [system] _lab8.5C - Firewall Reporting 3 (Most Common Source)

[ ] Report Bundles [system] _lab8.5D - Resource Utilization Reporting(Part 1)

[ ] Synced Reports [system] _lab8.5E - Resource Utilization Reporting (Part 2) (AV_..

. Beaconing Reports FrierbmenT A d Wmade Iakd

W Airine Monitoring [system] diag log test result @I

i FortiCare 360 T L e R PR [system] diag log test result

i Fortinet Security Fabri [system] lab12.b Firewall Permit: Top Sources Destined To Out...

‘ Ungrouped [system] lab12.d Firewall WEB/AppCtl logs

» @ CMDB Report [system] lab21 Total Interface Bit Rate
ports

Copyright © 2018 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global Powered by AccelOps




@ DASHBOARD s ANALYTICS

My Dashboard ~ Demonstration %

+

[system] diag log test result

10.1.200.254,Admin logoff,1,10.1.200.175,10.1.20...

10.1.200. 254, FortiGate event dns resolv error, 7,10...

10.1.200. 254, FortiGate event dns resolv error, 7,10...

[system] _lab8.5B - Firewall Reporting 2 (Most Common Country)

Map  Satellite

s

NORTH EUROPE
AMERICA

Copyright © 2018 Fortinet, Inc. All rights reserved.

=1 G i

K]

T

7T
==
I

A INCIDENTS il CASES = CMDB

Qoex
Last 1 hour@22:19

10.1.200.254,Failed admin logon, 10,10.1.200.175,...

10.1.200.254,5uccessful admin logon,1,10.1.200.17...
=———192.168.1.254,Admin logoff,1,10.1.200.175,192.16...

192.168.1.254,5uccessful admin logon,1,10.1.200.1...

192.168.1.254,FortiGate event conn stats,3,36.230...
192.168.1.254,FortiGate event conn stats,3,122.11...

Qe x
Last 1 hour@22:44

EUROPE
AFRICA

SOUTH
AMERICA

Organization: Super

lml RESOURCES

User: admin Scope: Global

£ ADMIN

Layout Columns:

[system] lab21 Total Interface Bit Rate

3.8Mbps —
2.9Mbps -
1.9Mbps—

976.6Kbps

o
2
=
=

©

9
=

5

]
£
£
=
o
L

Tile =

Qb x
Last 1 hour@22:44

0Bps

M FortiLink
B port28
o 206

M port30

¥ port23

M Server
M port18
M port27
port25
B Johnson

[system] Detailed Failed Login At Any Device

Event Receive Time Reporting Device Event Mame Source IP D¢

Jan 08 2019, 09:43:17 PM OA-600D Failed admin lo...  37.187.110.186 du

Jan 08 2019, 09:44:14 PM LAB-1500D Failed admin lo..  10.1.200.175 kmyang

Jan 08 2019, 09:44:49 PM OA-600D Failed admin lo...  64.71.75.61 raspbian

Jan 08 2019, 09:45:22 PM OA-600D Failed admin lo...  45.77.252.123 jerico

Jan 08 2019, 09:45:43 PM 0A-600D Failed admin lo_.. 181.49.150.45 changem

Jan 08 2019, 09:45:59 PM 0A-600D Failed admin lo_.. 188.166.63.111 annmarie

Jan 08 2019, 09:47:00 PM OA-600D Failed admin lo...  37.187.110.186 vbox

QOsx
Last 1 hour@22:40

Raw Event Log
<185>date=2019-01-08 tim__. il
<185>date=2019-01-08 tim__
<185>date=2019-01-08 tim___
<185>date=2019-01-08 tim___
<185>date=2019-01-08 tim___
<185>date=2019-01-08 tim__

<185>date=2019-01-08 tim...

Powered by AccelOps, A Fortinet Company 5.1.1 (1357)
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@ DASHBOARD léa ANALYTICS A INCIDENTS () CASES £ CMDB l:sl RESOURCES & ADMIN

£ Actions ~ ¢ [1] diag log test result

&% Email Result ewall AND ( Event Type @~ =~ Q Run Chart for COUNT(Matched Events) ~

~»E — diag log test result - Last 1 Hour
xport Resu

COUNT(Matched Events)
[C] Copy to New Tab 1

10.1.200.254, The U...
Save Result

10.1.200.254,FortiG...
10.1.200.254,FortiG...
10.1.200.254,Admin...
10.1.200.254,Failed...

© Create Rule

]

—

- . p— — e ! e ! Fa— - e = = p—— pre— =] — —ry
ElinnllinnilailiiRNEnnEn _Noninlinniali.

T T
19:13:20 19:16:40 19:20:00 19:23:20 19:26:40 :30: 9:33:20 19:36:40 19:40:00 19:43:20 19:46:40 19:50:00 19:53:20 19:56:40 20:00:00 20:03:20 20:06:40 20:10:00

(O show Event Type - 97 ¥ M

COUNT (Matched

Reporting IP Event Name Severity Source IP Destination IP
Events)

10.1.200.254 The URL belongs to an allowed category in the firewall policy 10.1.210.100 = 96.45.36.31 494
10.1.200.254 FortiGate event dns resolv error 10.1.210.51 o 208.91.112.53 56
10.1.200.254 FortiGate event dns resolv error 10.1.210.51 o 208.91.112.52 29
10.1.200.254 Admin logoff 10.1.200.175 10.1.200.254 26
10.1.200.254 Failed admin logon 10.1.200.175 10.1.200.254 26

10.1.200.254 Successful admin logon 10.1.200.175 10.1.200.254 26

Copyright © 2018 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global Powered by AccelCps, A Fortinet Company 5.1.1 (1357)
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Create Rule

SEIGEIN)
' Edit SubPattern éj\d‘ﬁ‘ ﬂﬂ%ﬁ:

NETWCE Filter 1

Filters: Paren Attribute Value
o @ Reporting IP ) ~ N Devices: Firewall

o o | Event Type CONTAIN ~ N FortiGate-auth

Q @ Event Type CONTAIN ~ N FortiGate-webfilter

© ©

Event Type CONTAIN ~ f FortiGate-event

Aggregate: Paren Attribute Value

Q @ COUNT( Matched Events ) -

Eallszaall
st (E

Group By; Attribute
Reporting IP
Event Type

Event Severity

Save Save as Report Run as Query
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Copyright © 2018 Fo

BB Reports

BB Rules

BB Networks

B Watch Lists

i Protocols

B Event Types

@ Malware Domains
BB Malware IPs

B Malware URLs

B Malware Processes
@ Country Groups
BB Malware Hash

BB Default Password
BB Anonymity Network
BB User Agents

‘ Remediations

rtinet, Inc. All rights reserved.

2o 5 Y [ge] oA HI | B

=2 AT LT A

@ DASHBOARD

b ANALYTICS

Resources > Rules

New Edit Delete Clone Test n

Active
«

&

Name

(s) Sudden Increase in User Login Volume

= Xl

~

SN

5l Sudden User Login:

A INCIDENTS

(s) Sudden Increase in WMI Response Times

(s) Sudden User Location Change

(s) Sudden User Login Pattern Change

(s) Suspicious Botnet like End host DNS Behavior

(s) Suspicious Control Panel DLL Load

(s) Suspicious Database Logon

(s) Suspicious Linux SSHD Errors

(s) Suspicious Linux VSFTPD Errors

(s) Suspicious Linux log entries

Organization: Supes

115711 (UEBA

() CASES S CMDB sl RESOURCES &% ADMIN &
Import Export & System~ MW ¢
Description Exceptions
behaviors.

Detects a sudden 50% increase of WMI Response Times over a 30 minute time window

Detects location change for a user unfeasible in the period of time. This may indicate a stolen
credential.

Detects daily user login distribution anomaly against profile. This may indicate suspicious user
behaviors.

Detects an end host meeting at least 3 requirements for suspicious use of DNS requests - this
indicates that a bot is likely running on the end host

Detects suspicious Rundll32 execution from control.exe as used by Equation Group and Exploit Kits.
This rule requires Windows sysmon events collected via FortiSIEM Advanced Windows Agent.

Detects suspicious database logon - success or failure. This includes multiple login failures,
privileged logins, brute force successful logins

Detects suspicious SSH / SSHD error messages that indicate a fatal or suspicious error that could be
caused by exploit attempts

Detects suspicious VSFTPD error messages that indicate a fatal or suspicious error that could be
caused by exploit attempts

Detects suspicious entries in linux syslog

User: admin  Scope: Global

| c
rn Change 700290

Powered by AccelOps,

37/46

688 > N

Test
Status
System A

Scope

System

System

System

System

System

System

System

System

System Vv
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Malware Domain, IP, File hash,
User Agent, URL

Real-time/Historical query
Out-of-the-box support

°\/b

O/

Build-in or Integrate with External Ticket
System

2-way integration
API / GUI based integration

Okta — SSO

Kafka — Big Data

Box — Document sharing
Salesforce — CRM Activity
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<  Resources > Malware IPs > Emerging Threat Malware IP

» @ Event Types New Edit Delete  More ~ n Last updated at Feb 18, 2019 4:06:01 PM

» BB Malware Domains

Active Low IP Update Country Description Date Found
v B> Malware IPs
1.10.16.0
» B Emerging Threat Malware IP
1.32.128.0
‘ Zeus Malware [P
100.42.20.148
‘ ThreatStream Malware IP
101.187.14.253

I Hail-A-TAXII Malware IP
101.192.0.0

- FortiGuard Malware IP 101.200.81.187

E Ungrouped

101.202.0.0

» @B Malware URLs 101.203.128.0

» BB Malware Processes 101.248.0.0

U CUR U (R CUR CUB CUBI CUR CUBR Y

» BB Country Groups 101.252.0.0

Copyright © 2018 Fortinet, Inc. All rights reserved. Organization: Super User: admin Scope: Global Powered by AccelOps, A Fortinet Company 5.1.2 (1359)
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Update Malware IP

@ Import from a CSV file
O Update via API

URL:  http://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
Schedule: + 4 o

Scheduled for: every 1 day at 4:06 PM starting 04/30/2018.




Eﬂ%%ﬁ@i

S FOrtiSIEM

USER ID admin
PASSWORD eccccee
CUST/ORG ID SE_Lab

DOMAIN LOCAL

LOGIN
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5= RL & (Incidents Overview Dashboale

m @ DASHBOARD s ANALYTICS A INCIDENTS (il CASES S CMDB [l RESOURCES £ ADMIN @ A BE &

& Actions = B Overview = List [+ Risk Z 1 minute - ‘D Time Range: Last 2 Hours =

Incident By Category

Security Performance Availability Change
High Medium High Medium High Medium High Medium

54 YA 0 0 7 7 0 0

Top Incidents

Account Locked: Network Device Concurrent Failed Authentications To Sa... FortiSIEM Windows Agent Operational Err... Concurrent Failed Authentications To Sa... Permitted Traffic from Emerging Threat I...
OA-600D.fortinet.com.tw & OA-600D.fortinet.com.tw fsm-wam s OA-600D.fortinet.com. tw 113.196.33.196 .
30 60.250.231.73 8 6 W2K8R25VRTW 6 6 62.32.81.84
5.188.10.182 WIN7B.lab.local 60.250.130.67
W W W

Top Impacted Hosts - By Severity / Risk Score

OA-600D.fortinet.com.tw 10.1.201.100 60.250.130.67 5.188.10.182
Fortios
© Account Locked: Netwo... © Permitted Traffic from Em... © Permitted Traffic from Em... © Account Locked: Network ... © Account Locked: Network ...
© Concurrent Failed Authe... © Traffic to Emerging Threat... © Traffic to Emerging Threat... © Permitted Traffic from Em... © Multiple Admin Login Failu...
49 © Concurrent Failed Authe... 5 © Heavy UDP Host Scan 3 2 2
© Multiple Admin Login Fa...
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;q% @ DASHBOARD [4a ANALYTICS A INCIDENTS il CASES S CMDB [l RESOURCES &5 ADMIN

List |#* Risk 2 1 minute ~ K <

& Actions - BB Overview

Security Incidents: MEDIUM: 29

A Last Occurred Incident Reporting Source Target Detail
Jul 19 2018, 11:48:30 PM Concurrent Failed Authentications To Same Account From Multiple Countries OA-600D 192.168.1.254
User: support
0A-600D
Jul 19 2018, 11:48:30 PM Concurrent Failed Authentications To Same Account From Multiple Cities OA-600D 192.168.1.254
User: support
. 0A-600D .
Jul 19 2018, 11:45:00 PM Account Locked: Network Device OA-600D ¢ 212.253.83.214 192.168.1.254 Triggered Event Count: 1
. 0A-600D .
Jul 19 2018, 11:45:00 PM Account Locked: Network Device OA-600D = 46.8.117.95 192.168.1.254 Triggered Event Count: 1
OA-600D S
0A-600D
Jul 19 2018, 11:44:30 PM Concurrent Failed Authentications To Same Account From Multiple Cities 0A-600D 192.168.1.254
User: guest
Jul 19 2018, 11:42:30 PM Permitted Traffic from Emerging Threat IP List B 159.151.129.61 10.1.201.100
Jul 19 2018, 11:42:30 PM Traffic to Emerging Threat IP List ¥ LAB-1500D 10.1.201.100 v o 199.151.129.61 il
. 0A-600D .
Jul 19 2018, 11:38:00 PM Account Locked: Network Device OA-600D + 60.250.246.222 192.168.1.254 Triggered Event Count: 1
Jul 19 2018, 11:37:00 PM Permitted Traffic from Emerging Threat IP List = 5.188.10.182 + 113.196.33.19%
. 0A-600D .
Jul 19 2018, 11:37:00 PM Account Locked: Network Device OA-600D == 5.188.10.182 192.168.1.254 Triggered Event Count: 1
. 0A-600D .
Jul 19 2018, 11:37:00 PM Account Locked: Network Device 0A-600D p» 125.5.20.230 Triggered Event Count: 1
192.168.1.254
. 0A-600D .
Jul 19 2018. 11:36:30 PM Account Locked: Network Device 0A-600D <> 201.68.109.61 Triggered Event Count: 1

Details Events Rule @ Auto expand
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& Actions =

B Overview

i= Display

=N
Eal:ﬁ mE% —

@ DASHBOARD

= List

C Clear Incident

® Disable Rule

& Edit Comment

7 Export Incident

[# Edit Rule

@ Edit Rule Exception

© Create Event Dropping Rule
&= Notify via Email

™ Remediate Incident

Il Create Ticket

‘D Show MNotification History
‘D Show Ticket History

LhExternal Integration...

Jul 19, 2018 11:42:21 PM

10.1.200.254

=
=

[ ANALYTICS A INCIDENTS

|## Risk 2 1 minute -
New Ticket

MEDIUM:

Incident ID{s)

Summary

L mi A e

calation

we Date

Description

Concurrent Failed Authenticati

Permitted Traffic from Emerging

Traffic to Emerging Threat IP Li

Account Locked: Network Devi

m: Shadowserver = W Auto

Event Type

FortiGate-traffic-allowed Permitted traffic

S FEEARRIE © DA%
T

‘- ";

(i CASES = CMDB [l RESOURCES 25 ADMIN

11587 LGEERE Create a new ticket v

Traffic to Emerging Threat 1P List, in LAB-15000(10.1.200.254)

— l Assign e 3 () _ .‘_ “‘ o '.; .
ke - - Priorty
o7

'.168.1.254
Attachment 7
-600D

-600D

H 8 A SRS

159.151.129.61

ncldent Name => Traffic to Emerging Threat IP List
cldent Source => IP Address:10.1.201.100,
Incident Target => LAB-1500D(10,1.200,254)
hcldent Detail =»

Noted: Please follow SOP and take incident Response immediately.

-600D
.168.1.254
Raw Event Log

10.1.201.100

B 159.151.129.61 17 (UDP} 6889 22860

LR b = . [ S

SN AL YN =

<18%-date=2018-07-19 time=23:42:21 devname="LAB-15000" devid="FG1K5D3114803 w

Ca Vv
00‘590

Triggered Event Count: 1

Triggered Event Count: 1

Triggered Event Count: 1
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New Edit

Elapsed State
Assigned

54 % Assigned

0% Assigned

Detail

Incident ID:
Organization:
Due Date:
Escalation Policy:

CC:

Attachment:

i S

J

<

FFFF

| AR

—_—

@ DASHBOARD

Priority Ticket ID
Medium 4780051
High 4780052
Medium 6156150

11587
SE_Lab
Jul 21 2018, 12:42:31 AM

Ticket Delay Escalation

[#a ANALYTICS

Edl 5@@ DAPN4E

7[*}%/ NS

A INCIDENTS

b/

AR S r . | T
E’“ SR R i A [T

[

() CASES = CMDB [l RESOURCES £ ADMIN

Summary Assignee Creator

Permitted Traffic from Emerging Threat IP List, in (1..  admin admin <kmyang@fortinet.com>
Permitted Traffic from Emerging Threat IP List,destl... admin admin <kmyang@fortinet.com>
Traffic to Emerging Threat IP List, in LAB-15000(10.1..  admin admin <kmyang@fortinet.com>

Action History

SE_Lab/admin Jul 20 2018, 12:46:12 AM

Add notes: Incident Name => Traffic to Emerging Threat IP List
Incident Source => |P Address:10.1.201.100,

Incident Target => LAB-1500D(10.1.200.254)

Incident Detail =>

Noted: Please follow SOP and take Incident Response Immediately.

LYy

=

Creation Date
Jul 11 2018, 08:20:58 PM

Jul 19 2018, 11:26:52 AM

Jul 20 2018, 12:46:12 AM

Z0N 1§J ,VOC/ \

So
04 ¢
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B 2 DA SR D = b LR O,
7 [REpE T B 70520¢

7\1{' @ DASHBOARD s ANALYTICS A INCIDENTS il CASES £ CMDB lml RESOURCES £ ADMIN

B Overview = List | Risk 2 1 minute ~ M < 1/3 54 M

i= Display

55 MEDIUM: 30
C Clear Incident
X Disable Rule
@ Edit Comment Incident Reporting Source Target Detail
i 0A-600D
- BT OEE e e e e it D 0A-600D S 222.186.52.123 o 168 1254 Trirrered Evemi: Earmi
[# Edit Rule
. . 0A-600D
@ Edit Rule Exception Concurrent Failed Authentications To Same Account From Multiple Cities 0A-600D 192.168.1.254
© Create Event Dropping Rule User: admin
& Notifv via Email UA=EEED
Concurrent Failed Authentications To Same Account From Multiple Cities 0A-600D 192.168.1.254
@ Remediate Incident User: root
Il Lreate licket OA-600D
Account Locked: Network Device 0A-600D + 60.250.246.222 192.168.1.254 Triggered Event Count: 1
'D Show Notification History S
9 Show Ticket History Permitted Traffic from Emerging Threat IP List = 111.37.21.69 + 113.196.33.196
Traffic to E ing Threat IP List w | AB-1500D 10.1.201.100 v 196.196.193.44 v
LifExternal Integration... ratne to tmerging Threa = -
Details Events Rule [ Auto expand L
Incident ID: 7402 Incident Type: PH_RULE_TO_EMERGING_THREAT_IP Incident Status: Active Ticket Status: N/A
Biz Service: Count: 48 Cleared Time: N/A Ticket User:
Motification Recipients: Cleared Reason: Incident Comments: Severity: 9
First Occurred: May 29 2018, 10:05:30 PM Reporting IP:  10.1.200.254 Ticket 1D: Organization: SE_Lab
Notification: Cleared User: External User: External Cleared Time: N/A
External Resolve Time: External Ticket ID: External Ticket State: External Ticket Type:

View Status: Read Raw Event Log:
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pos @ DASHBOARD |4 ANALYTICS A INCIDENTS (@I CASES SCMDB [l RESOURCES £ ADMIN © A [ #

o Setup System  Analytics Discovery Monitoring Event Handling Notification Role Escalation
& Device Support REyy WEdiEy WMUStel WCione Columns ~ < Lines: 1
Natification Policy x
e Enabled ons
= Health
0 e, L il User:admin_2000 [Inci...
License LY RULE Traffic to Emerging Threet P List. - pt Block IP FortiOS 5.4

. Time Range
£ General Settings

Affected Items:

Actions: [ Send Email/SMS to the tarpet users_ [ E %}JHRI]Z[K
: 7

& Run Remediation/Script. (&

) Send SNMP message to the destination set in Admin > General Settings > Analytics. %j:[‘ TDXIE,
(] Send XML file over HTTP(S) to the destination set in Admin > General Settings > Analytics.

[C] Open Remedy tickat using the configuration set in Admin > General Settings > Analytics.

Settings: [[] Do not notify when an incident is cleared automatically.
] Do not notify when an incident is cleared manually.

(™ Do not notify when an incident is cleared by system

Commants.
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